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Broadcasters also finding ways to Economize
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A=Do More, with Less

LAN, WAN
or Internet

Ping, SNMP data and
commands
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Connectivity — new Pathways = more productivity

Controlled equipment

Traditional hardwired 1/0

Data and commands

RS-232

IP Connection

Distant equipment
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Using SNMP makes life easier

_

1. Call TimeJ&alB& transmitter —

. ‘ /
Telecommunications/]T 2 Ensisg that coax ss_ﬁ’@t/ﬂ@é_t to antenna /\_ @:_
b. EnsureYQat an audio sou’ce is selected and |

ey

-)—

P A
Master Control adings to'verify operg#0n. ATSTX
e a. Turn 0 nsmittergauttgsy
Building management ———gzueaetell transriidie T o / P
—-HVAC etc. c. Turn off HD transnig@e” Y Empire TX
Weadin | O Vg Y evew&ﬂ:\
~Acknowledge alargsiiiat Sitéhas.no RF a dio.

Generator/UPS 9. Hang up

3.Repeat this for the other fo% gﬁﬂg& N Backup Facility
a0 WorldCast
_.)' Systams CE,CC,NYC
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Switching between transmitter sites

4TS TX
a. Verify coax switch positions. —& =
Ping, SNMP dgtalanch on transmitter — &

d. Mask alarms at site going off line.
e. Shut off HD transmitter
f. Shut off FM transmitter
g. Contact ST fo-and verify presence of audio and RF.

ive minutes verify that PPM codes are still present.

t for each staI;On.ConneCt to any Relio
. Enable transmitter control

(to prevent accidental button pushes)

Josh Hadden 3. Select which station(s) to switch.
CE,CC,NYC

WorldCast
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c. Verify all critical readings -TPO, VSWR, faults, etc. é é

i. Repea

<)

Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11

www.audemat-Aztec.com -
contact@audemat-aztec.com



». O =

"-f (4
A Guide to SNMP for Broadcast Engineers

Switching between transmitter sites

WHTZ ESB 8307

WHTZ FWD PR ATESE
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Josh Hadden
CE,CC,NYC
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Advanced IP connectivity

A IP from control point to control unit
A= |P from control unit to controlled equipment

TCP-IP
TCP-IP

Controlled equipment

:_3‘ WortdCcast Control unit

Systams
deiver
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IP Ping command

4c Ping sends simple data packet to another network address

= Check that the target unit is on line
’ . |

= Send alarm if no response to ping

TCP-IP
ALARM! ALARM!

TCP-IP

. Controlled equipment
:3)\ WorldcastControl unit

sSystams
var
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IP SNMP

A& SNMP commands to retrieve and control data in target device
= GET command to CL ery a data point and display results
= SET command to change a data point — control functions in target

5,000 voits

Value - 00
Low « LT

High —————————— }|———
TCP-IP SET
ALARM!
TCP-IP
. Controlled equipment
WworltdcastControl unit

<

Systams
deiver

Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11

www.audemat-Aztec.com -
contact@audemat-aztec.com



< A Guide to SNMP for Broadcast Engineers

4= SNMP enabled broadcast equipment
MNetwork Printer Status I(a\'an Ta’-ﬁma ':',ellnv\- I’,:om dgum W HarrIS Platlnum & Dlamond ATSC
i Nautel NV and VS series

Panter®K | .— .— . = a Toshiba UPS systems a

> - W

I V
b O " A= SNMP enabled office equipment 3
Number of copies Ju . It A=Printers -
5642 NI NN AServers
; ; ' = A-Other IT equipment s

—— y
LS|
TCP-IP g

—~ Control unit SNMP enalbled pramemitter
a0 WorldCast
_.)' Systams
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SNMP — The Simple Network Management Protocol

Simple Network Management Protocol

> . w

m Standardized protocol Created in 1988 for computerized equipment

= UDP based network protocol that defines a set of network standards including an
application layer and a database

= Controlling equipment is called an SNMP ‘Manager’
= Controlled equipment is called an SNMP ‘Agent’

= Data Objects are each assigned a unit number called the Object Identifier, or OID

~ wooeon 1= 1.3.6.1.4.1.5299.15.12.1.11.1.1.8

% ‘:‘n_.i}rfﬁtt’._)mﬁ
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SNMP Commands

= The GET family — to retrieve data objects from Agent equipment
m GET - retrieve a single object
m GETNEXT - retrieve next available object
= GETBULK - retrieve a large number of objects

m SET —to change the value of a data object in the Agent equipment
(this is how we control remote equipment with SNMP)

s RESPONSE - Agent reply to a Manager GET or SET command

= TRAP —initiated by the Agent software and sent to the Manager, usually indicating some sort of
alarm condition

= INFORM — a more reliable version of the TRAP that requires acknowledgement from the Manager
that the message has been received
WorldCast

Systams
daivar Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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SNMP Packet Structure
SNMP Message Type = Sequence, Length = 44
SNMP SNMP SNMP PDU Type = GetRequest, Length = 30 Y
Version Community String - - ~
Type — Integer] Type - Octet String ::::T::;:er‘ryu::rﬁ;eger T:;r:;::ieg:r Varbind List Type = Sequence, Length = 19
Length =1 Length =7 fi a1 et Varbind Type = Sequence, Length = 17
Value =0 Value = private Value = 1 Value =0 Value =0 Object Identifier value
Type = Object Identifier Type = Null
Length =13 Length =0
Value = 1.3.6.1.4.1.2680.1.2.7.3.2.0
30 2Cc | 02 01 00 | 04 07 70 72 69 76 61 74 65 | AO 1E | 02 01 01| 02 01 00| 02 O1 00 | 30 13 | 30 11 [ 06 OD 2B 06 01 04 01 94 78 01 02 07 03 02 00| 05 00
| IP datagram |
| UDP datagram |
| SNMP message |
f common SNMP header | get / set header | variables to get / set |
I | I
P UDP wversion community '?DL; request | error status | error name value name value
header | header (0) (5"33) D (0-5) index
N WorldCast
.)} Systams
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SNMP Packet Structure — notable items

= SNMP version number established in first part of message
= Community string — a basic authentication, usually set to public or private

4 SNMP Message Type = Sequence,
/_ SNMP Y SNMP Y
ST Y Str!ng ',_H.equest ID\r Error _\'rErrnr Inde;\'
Type = Imfger Type = Dctet_Strlng Type = Integer|Type = Integer|Type = Integer
Length =1 Length =7
Length =1 Length =1 Length =1
Value =0 Value = private Value =1 Value =0 Value=0

30 2C | 02 0L 00 |04 O7 70 72 69 76 61 74 65 | ADO 1E| 02 01 01| 02 O1 Q0| 02 01 00

N2z WorldCast
] ’ Systams
?’r daivar Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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SNMP Packet Structure — notable items

= Data returned by an Agent in response to a GET request can take many forms — 0 or 1, integer,

floating point number, OID, IP address or even text
= Since there is no standard amount of data, it is returned in a variable binding

SNMP PDU Type = GetRequest, Length = 30 Y
- Varbind List Type = Sequence, Length = 19 )
Varbind Type = Sequence, Length =17 Y
Object Identifier Value )
Type = Object Identifier Tvpe = Null
Length =13 Length =0
Value = 1.3.6.1.4.1.2680.1.2.7.3.2.0
30 13 | 30 11 | 06 OD 2B 06 01 04 01 94 78 01 02 0¥ 03 02 00| O5 0O

m Object Identifier (OID) is contained in the SNMP Protocol Data Unit
N\ WorldCast

] ’ Systams
e, daivar Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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SNMP — It’s all about the OIDs

A Object Identifiers are the ‘address’ of each data point in the Agent

WALLIE alarmPendingGenAlarmsalarmbDescription
Syntax: [UMINVERSAL 4] OCTET STRIMG
Access: read-anly
Status: mandatony
Cescription: Mo description

1
=1.36.1.4152991512.111.1.1.8
” ~

m Written in Abstract Syntax Notation 1 (ASN1) language
m OIDs and their descriptions are collected and published in a file called a Management
Information Base, or MIB

"\. WorldCast
.)" Systams
£ dever
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SNMP — It’s all about the OIDs

AThe Management {E] HOST-RESOURCES-MIB.iso.org.dod.internet . mgmt. mib-2  hosk:
H =- MEC-TYT#%-MIE.is0,org. dod.internet, private . enterprises, nec
Information Base, or =0
MIB, is a directory tree E necProdcts
‘menu’ of the OIDs T & necComman
available on a particular 8 rechunction
SNMP Agent device. EHE} necProductDepend
A Some of the numbers =3 necTvTransmitter
. =) systemcont
of the OID represent B systemcontStatusTable
‘branches’ of the MIB B+-{5) systemcontCommandT able
tree. B ) bxStatusTable
E}@ ExCommandTable
N WorldCast

D)

Systaems
e’ 1n\n¥q
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Reading an OID —the generic half

A OIDs specify a data point in a particular piece of equipment
= BUT — they start with the broadest possible terms:

1.3.6.1.4.1. .15.42.1.10.3.4.1.3.552

1 -ISO, the international standards organization

3 — specifies an ISO-recognized organization

6 — Department of Defense, creator of the Internet
1 - Internet OID

4 — Private Organization

1 — Business Enterprise

5299 — Audemat/Worldcast Systems

£ Object Identifier Property

=-C MIB
=HC audemat (5299)

=+ mrcs {15)
=HIC3) relio (42)

"\. WorldCast

_.):), ‘f;}r/StC)mS
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Reading an OID - Working down the MIB tree
1.3.6.1.4.1.5299.15.42.1.10.3.4.1.3.552 S A ™
El[ﬁj relio (42)
15 -MRCS - {b S:SS(;;conﬂgRewsmn )
1 - Syst I~ 2)
42 - Relio - - Eﬁsiztgﬁozgﬁpuan 3)
1 - System I
! S
1 0 - AppS - 4 zysSystemType (7)
. (& watchdog (2)
3 — Scripteasy P
. E—}-E:) applications (10)
4 — SE ACt|onS Table i applicationsSnmploBridgeEnable (1)
L) applicationscapakbilities (2)
— i =0 script &)
1-SE Act!ons Entry ~ Y Sensasystats ()
3 — SE Actions State 4 G SenipreasyalarmaTable (3
552 — Index value for that specific button T e 1)
# scripteasyActionsidScriptObject (1)
. - @ scripteasyActionstame (2)
"\- WorldCast Bl S CipteasyActions State (3)
;) Systams ‘- @ scripteasyforceCompatibleType2Layaout ()
a_), deivar Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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Special OIDs —the Index value

A-Some OIDs cannot be completely defined in the MIB
m Objects created in software after unit is designed

& Example — A software button in Scripteasy
= OID for buttons in the MIB is generic
m To define a specific button, add the Index value

Generic button OID from MIB: 1.3.6.1.4.1.5299.15.42.1.10.3.4.1.3
OID of a specific button in the software: 1.3.6.1.4.1.5299.15.42.1.10.3.4.1.3.361
Index Value /
N\ Wortdcast
;) Systams

_, daivar Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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Truncated OIDs

A=Some OIDs are only partially published in the MIB
m Borrow structure and other elements from standard MIBs and RFC files
m Example from MIB of Toshiba UPS

upsEstimatedMinutesRemaining OBJECT-TYPE

SYNTAX Positivelnteger

UNITS "minutes"”

ACCESS read-only

STATUS mandatory

DESCRIPTION
"An estimate of the time to battery charge depletion
under the present load conditions if the utility power
is off and remains off, or if it were to be lost and
remain off"

::= { upsBattery 3 } OID in text form from

TT—— MiB

WorldCast OID as seen in MIB browser
;)j Systams
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Importing structure from other MIBs

4 Many standard industry MIBs help define structure of tables, format of data, etc.
A Manufacturers can import these definitions when designing their own MIB

A Reduces the time needed to create an entire MIB from scratch

4 Also reduces the chance of syntax or other errors in the OIDs

IMPORTS

DisplayString, TimeStamp, Timelnterval, TestAndIncr, AutonomousType
FROM SNMPv2-TC

enterprises
FROM RFC1155-SMI

OBJECT-TYPE —_—
FROM RFC-1212

TRAP-TYPE
FROM RFC-1215;

Imports from Toshiba MIB file

"\' WorldCast
;)) sSystams
o’ i

daiva Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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Standard public MIBs

A=Some of the common public MIB files used to create other MIBs

= RFC-1155, which establishes basic syntax, object types and index structures
s RFC-1212, type notations

= SNMPV2-TC, textual conventions and table structures

= SNMPV2-SMI, defines the Structure of Management Information

s RFC-1215, updated object types

s SNMP-FRAMEWORK, definitions and textual conventions

N WorldCast
;)) sSystams
o i
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Importance of a MIB browser
[[C=1[E]

File Edit Operations Tools Bookmarks Help

127.0.0.1
s Result Table ]

@ durnrmyCantrol Cont ~ Mame oI I Value I Type

Addre: v| Advanced. . Ol |‘1.3.6.1‘4.1.119.2‘3.96.41.4‘1.0 v| Operations: |Get v‘ & co

Ve VOB O

f 2
4 | >
Name ExAQNOFFCant -
o .1.3.6.1.4.1.119.2.3.96.41 4.1 B
MIE MEC-TVTA-MIB
Synkax IMTEGER {ExACFF(1), bxACn{Z)}
Access read-write |
Status mandatory

| EERE]

Indexes 3

.is0.0rg. dod.internet. private enterprises. nec.nec-mib. necProductDepend. nec Ty Transmitter systemcont. bxCommandT able, kxA0OnOFfCont.0
L ] ! i Systerms
£ cever
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When data is not just data

A=-Manager device sends a GET request, Agent returns a GETRESPONSE
Both contain the OID for the object
= Many types of data could be in an Object:
= Integer
Floating point number
String
OID

& So, data returned can be almost any length
= Data returned in a GETRESPONSE is returned as a variable binding
m First byte of response data informs Manager of length of data packet

WorltdCast

sSystams
deiver
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WTF data

A-SNMP objects may return data in an atypical form
m Example: Indicating the amount of free space on a hard drive
= Integer 0 — 100 indicating percentage used or free
Integer 0 — ? indicating megabytes used or free
Integer 0 — ? indicating blocks used, cylinders.....
String
OID

& So, often it is necessary to shift our perspective, or perform some kind of
mathematical manipulation on the data to make it comprehensible and
useable in the real world

WorldCast

sSystams
delver

<
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A.P.l. Scriptlet — designing the view
A Design view / control panel to display information

WKTU TX A Dverall WiTL T A Do Beading

Data and control functions
obtained using SNMP can be
integrated with other data and
controls from traditional 1/0 or
from serial data.

aw

(‘ [ TN | & [ mxeow | B [ wHgn | [ Powsrlowsr | [ PowsrRaise |)

Frequency 1035 MHz % Interlock OFF

P& Current. 21854 % Failsate OFF P
PAVoRage: v @ Ramote Disablad OFF
APC VoRage: a0V D RF Mate OFF . e
Alfiow: 1% @ Foldback OFF
WorldCast FM Exchier Power 1000 % @ Powar Low OFF

Y

sSystams
deiver
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Many paths, many possibilities

&= Using advanced connections — IP and serial
= One unit can control nearby equipment with traditional 10
= Other equipment with API over a serial connection
= Can also control distant equipment over a network

Data

Network

II Traditional I/0

M Nidemat-Artec ..

\! u.lnru:l(:astCOl’]tl’O| unit RS-232
—.) Systams e
daivar Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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EasyLink

4 Even small devices, or ones with limited traditional I/O connections, can still be
powerful parts of a facility control plan

=

Contact closure

ASTRAL Audio Codec
D)
;)_, EP;S ceams
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Many paths, many possibilities

Control unit
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Facility Control Functions
in other equipment

WorltdCast

Systams
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Many paths, many possibilities

4 Facility control device can be integrated into other equipment
= Save space, energy and $$$
= Act on specialized information and control unique functions
= Can still use advanced serial and network connections

Network

RF Monitor

Traditional‘llo\\

WorldCast RS-232
sSysteams : .
daivar Using SNMP in Broadcast Facility Control — New York City Ennes conference 11/05/11
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Many paths, many possibilities

A Facility control integrated into Audio Processor
m Loss of audio from STL
= Trigger local audio source playback
= Send SNMP command to Firewall to stream audio

_ Audio
@] STL Server

Network
Firewall

AES to TX
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CONCLUSION

N\ WorldCast
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Advantages of using SNMP

Save time and effort — connect with and control remote equipment using existing network connections

.

Monitor and control vital IT systems — servers, routers, firewalls, switches, etc.

Broadcast equipment increasingly supporting SNMP
Harris ATSC transmitters, Nautel NV and VS, more on the way (ZX10)

B

Monitor and control a greater variety of equipment

) Include UPS, HVAC, Security systems, office equipment in your overall plan

Achieve greater detail of information
100s of data points, detect small failures before they become big ones

B

)] Monitor and control equipment anywhere on the network .
—~ auip w A=Do More, with Less
‘._3 WorldCast

sSystams
deiver
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&)

SNMP is just one more way to connect with and control equipment

&

WorldCast Systems Scripteasy software can make it easier

&)

Get a MIB browser and start investigating — see what you can find!

WorldCast

sSystams
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Thank you

Ac Tony Peterle

& Senior Field Application Engineer
Worldcast Systems Group, Miami FL
(305) 249-3110
peterle@audemat.com

Ac Thanks also to
4 Josh Hadden, Clear Channel, New York
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QUESTION AND ANSWER TIME
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